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Summary

A review on the problems with the identification of hazards and assessing the risks is first
presented. Special emphasis is given to the critical evaluation of the problems with the gas dis-
persion modelling. Ideas and attempts for avoiding the existing problems and for improving the
cost/benefit relation of safety analysis are then discussed. These include the use of computer
support and knowledge engineering, validation of methods and models, analysis of human and
organizational factors, and evaluation of the quality of safety analysis. Finally, the European leg-
islation concerning safety analysis is shortly discussed.

1. Introduction

Safety and risk analyses are increasingly employed in the process industry
to assure the safety of new installations. This use has mainly been voluntarily,
but since the EC-directive 82/501 legislation in several countries has given the
authorities the opportunity to require a safety or risk analysis on hazardous
installations.

This paper begins with a short overview of the common limitations of safety
and risk analysis. Some problems and limitations concerning the identification
of accident contributors and the assessment of accident consequences are then
discussed in greater detail. Finally, some trends to avoid the problems and
deficiencies, and to improve the cost-effectiveness of safety and risk analyses
are presented.

2. Common problems of safety and risk analysis
Safety and risk analyses begin with a qualitative phase including the iden-

tification of accident contributors and the modelling of accidents. The mo-
delling phase is then continued with the quantification of accident frequencies
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by using component failure and human error data. The investigation may then
be carried on with the assessment of consequences and the calculation of risks.
In the case of the process industries this means the use of gas release and
dispersion models, fire and explosion models, meteorological data, and toxicity
data. The risks are then expressed in the form of risk contours or F' /N-curves.
The investigation resulting in quantitative estimate on the size of risk is called
risk analysis. The term safety analysis is sometimes used for the qualitative
phase, or for the general concept of the approach. In the following, safety anal-
ysis is used as a general term and risk analysis for reasons of clarity only when
the quantitative assessment of risks is discussed.

Safety analyses have certain common problems and deficiencies. The main
deficiencies mainly concern two things: 7 incompleteness in the identification
of accident contributors and the modelling of accidents, and 2 inaccuracy of
the quantification of risk in terms of frequency and consequences.

Table 1 shows a summary of the criticism often presented on safety analysis.

The most common criticism has been focused on the uncertainties in com-
ponent failure rate and human error data employed in the quantification of
risks. In the following, a review has been made of the problems and uncertain-
ties of the different steps of safety analysis giving special emphasis to the prob-
lems of the consequence assessment.

TABLE 1

Topics of the criticism of safety analysis [1]

Phase of analysis Deficiencies presented

1 Definition and description of system Relevant subsystems or activities are excluded
The description of the system does not
correspond to the real world

2 Hazard identification Important accident contributors or families of
them are excluded or omitted

3 Accident modelling Important accident type(s) or accident
contributors are excluded or omitted

4 Quantification of risks Uncertainties of component failure rate or
human error data
Inaccuracies in consequence modelling

5 Documentation of results Boundaries of and assumptions in analysis are
not described

Sources of quantitative data are not presented
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3. Problems with hazard identification and accident modelling

The identification of hazards and their contributors followed by the modell-
ing of major accident possibilities form the basis for quantitative assessments.
Hence, the errors and omissions made at these phases affect the results em-
ployed in the risk assessment and decision making.

In the identification of accident contributors, the criticism has mainly been
directed towards human factors and the simplifications made in the plant de-
scription and modelling. Human activities are seen as difficult to include in
the existing methods and practices of carrying out the analyses [2-6]. The
references also give some examples on human errors which are difficult to in-
clude in hazard identification. A few references also point out the importance
and, on the other hand, the difficulty in dealing with organizational and train-
ing factors in safety analyses [2,5]. Further common topics for criticism have
been deficiencies and simplifications in the modelling of accidents [7,8].

Only a few critical evaluations of individual methods are available. Clemens
{9] and Daniels and Holden [10] are examples of mainly heuristic evaluations
based on the structure of the methods. Taylor [11,12] and Suokas [1] have
also performed empirical evaluations on a few identification methods.

Taylor applied hazard and operability studies (HAZOP) and action error
analyses (AEA) to two plants and augmented the results by an analysis of
commissioning-checks and problems found during a short operating period.
The percentage of hazards identified by HAZOP was found to vary between 22
and 80. The corresponding percentage of AEA varied between 60 and 20 in the
two analyses evaluated. For fault tree analyses (FTA) a share of 80% is pre-
sented [11,12].

Recently, Suokas [1] evaluated HAZOP by employing three methods; action
error analyses (AEA), work safety analyses and accident investigations as ref-
erences. He found HAZOP to cover 77% of the contributors to a gas release in
the two storage systems analyzed. The effect of the factors remaining outside
HAZOP increased the assessed frequency of the gas release by 28% in the first
case and by 38% in the second case.

An evaluation on four methods, HAZOP, FMEA, AEA and MORT (Man-
agement Oversight and Risk Tree) was made by Suokas and Pyy [13]. They
defined the search patterns and types of factors to be covered by the methods,
and collected incident and accident information in seven process plants and
one accident data bank. Next, three groups were formed to evaluate which of
the contributors to the incidents and accidents would have been identified if
one of the methods had been used in the corresponding process system. HA-
ZOP was found to be the best method identifying 36% of the contributors.
However, only 55% of the contributors were expected to be covered by the four
methods [13].
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4. Problems with the accident frequency assessment

There are three types of evaluations concerning the accuracy of accident
frequencies:

1 investigations into the accuracy of the source data, component failures and
human errors

2 critical evaluations — analyses of the uncertainties and sensitivities — of a
specific investigation

3 benchmark exercises, where several independent analyses have been carried
out in the same system.

Snaith [14] has compared the predicted and actual reliability of components
and equipment at the National Center of Systems Reliability. He concluded
that in more than 60% of the cases, the predicted and observed values are
within a factor 2 and in more than 80% they are within a factor 4. In some
instances, particularly when the quality of the field data was unknown and the
analysis was coarse, he observed greater disagreement with factors of over 10.

In another investigation [15] even greater differences between the actual
and predicted failure frequencies were found. These comparisons showed a
variation from 0.4 to 1680 in the ratio between the actual and predicted occur-
rences of fault conditions in a process system (i.e. events demanding the op-
eration of a safety system). During nine years, the ratio between the actual
and predicted failure rate of some instruments in the safety system varied re-
spectively between 0.04 and 2.23. The main reason for the largest discrepancies
was found to be a design error [15].

A few evaluations have been made in the nuclear industry to determine the
uncertainty of the source data. In a recent publication Vesely and Rasmuson
[16] presented an evaluation of the accuracy of four public risk analyses car-
ried out in the U.S.A. in the nuclear industry. They give a range of 1.3-30 for
the error factor (the error factor is the ratio of the upper 95th percentile, or
confidence value to the median, or 50th percentile confidence value). The
smallest values belong to higher event frequencies (1 or more per reactor year)
for which a larger amount of recorded data generally exists. Rarer accident
frequencies with mean values in the vicinity of 10~7 per reactor per year are
presented to yield an error factor within the range of 20-30.

Some results were recently published on a reliability benchmark exercise in
the nuclear industry in which ten different teams involving seventeen organi-
zations from nine European countries executed parallel reliability analyses on
the same system. In that project, differences in modelling and data were in-
vestigated. According to the results, the modelling was a more sensitive phase,
representing a ratio of 36 between the highest and lowest probabilities of the
TOP event of the different fault trees (the probabilities were calculated after-
wards by using joint failure data). When the fault trees were modified and a
joint tree was quantified by different teams with the data they considered the
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Evaluation of the accuray of accident frequencies in a few safety analyses [20]

Reference Accuracy of accident frequency Type of reference
Amendola Range of mean failure probability as evaluated Benchmark exercise in
[17,18] on the basis of common fault tree and data several European countries
8.3-10-4-3-102
[21] Inaccuracy estimated to be from one to two Rijnmond study
orders of magnitude for accident probabilities
and about one order of magnitude for
consequence estimates
[22] Probability assessment estimated to be Canvey Island study
inaccurate by a factor of two or three
[23] Estimate for the inaccuray factor of reference Critical analysis of the
[22] ten or more Canvey Island study
Jiger et al. Range of lower and upper 95% confidence level Pilot study
[24,25] estimated to be seven orders of magnitude
Vessely The error factors of initiating event data range Assessed on the basis of
and from a factor of 1.3 to a factor of 30 PRAS of nuclear power
Rasmuson plants
[16]
Daniels Reliability assessments of some subsystems Assessment presented on the
and often have uncertainty of much less than half basis of several analyses
Holden an order of magnitude
[10]

best, the corresponding ratio was reduced to 9 [17,18]. Similar results were
observed in the reliability benchmark exercise performed by the Nordic coun-
tries [19].

Table 2 presents a short summary on some evaluations of the accuracy of
the assessed accident frequencies.

5. Problems with the consequence assessment

The models for consequence analyses must be appropriate and consistent
both in terms of their accuracy and in their economy of effort. It is particularly
important to avoid unnecessary use of very complicated and time-consuming
methods when the basic data to be used are of low accuracy. Therefore, in
constructing the models, the aim has been to achieve an appropriate practical
compromise between the conflicting requirements of accuracy and economy.
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TABLE 3

A summary on the main results and problems of the models in consequence assessment [20]

Model type

Results

Deficiencies and restrictions

Outflow models

Evaporation models

Vapor cloud disper-
sion models

Pressure impact
models of vapour
cloud explosions

Heat radiation models

Vulnerbility models of
people and
environment

Estimates discharged

amount or rate of the release

Basis for

- evaporation and gas dis-
persion analysis

- pressure impact of vapour
cloud explosion analysis

Estimates amount or rate of

evaporated material

Basis for

- vapour cloud dispersion
analysis

- pressure impact and vul-
nerability analysis of va-
pour cloud explosions

Estimation concentration as
a function of distance and/
or time

Basis for

- vulnerability analysis

Estimates maximum pres-
sure, impacts as a function
of distance and duration
Basis for

- vulnerability analysis

Estimates thermal load as a
function of distance and
gives information about pos-
sible influence on people and
environment. Basis for

- vulnerability analysis

Estimates impacts of toxic/
flammable materials and/or
pressure waves on people (or
vegetation and animals)

Models are usually not applicable, if
the storage pressure is lower than air
pressure

Models are usually not tested in
practice

Estimation of evaporation of sub-
stance mixed with water inaccurate
Stability class of weather condition is
usually supposed to be neutral

Generally it’s supposed that the dis-
persing gas cloud does not react or ab-
sorb during dispersion

The topography of complex terrain is
difficult to take into account

Great variation in the results of heavy
gas dispersion models

Generally it’s supposed that the mix-
ture of gas and air is homogeneous
The mechanism of explosion is not ex-
actly known

Estimation of consequences of explo-
sion is difficult in closely built areas;
it’s difficult to estimate impact of sur-
rounding building to the dispersion of
pressure waves

Generally it is supposed that the pool
is circular or rectangular

Estimation of the amount of heat ra-
diation in deflagration or BLEVE is
difficult

The influence of obstacles is not ex-
actly estimated

Great variation in existing toxicity
data

Escape of people difficult to include
Variations in the water and soil
models
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The models of hazardous incidents include:
— discharge rates
- evaporation of liquids
— dispersion
— combustion of vapour clouds, liquids and jets
— toxic gas effects, etc.

Table 3 presents a summary on the main results and problems of the models
employed in the different phases of consequence assessment.

An important feature of any of the physical models should be their ability to
extrapolate from the results of relatively small-scale experiments to large-scale
ones by employing hypothetical accidental releases. All models, to some de-
gree, suffer from errors arising from extrapolation, but those that are the best
from this point of view are the ones which have a sound fundamental basis and
the minimum of empirical constants [21].

In carrying out a risk assessment for a chemical process plant containing
toxic or flammable gases it is necessary not only to calculate the dispersion
behavior following a release but also to take into account the several other
external factors which may affect the final number of casualties.

In the following, one specific topic — the dispersion of heavy gases — is
discussed in more detail. Heavy gas means that a gas cloud may be denser than
air intrinsically or because of its coldness [26].

5.1 Heavy gas models
Mathematical models in concentration calculus can be classified as box, 3-
D, and intermediate type models.

5.1.1 Box models

Principal contributors to the development of box models include Van Ulden
[27], Germeles and Drake [28], Fay [29], Fay and Ranck [30], Pickness [31],
Fryer and Kaiser [32], Cox and Carpenter [33], Eidsvik [34] and Webber
[26]. All the models are essentially similar in their account of gravity spread-
ing, but differ to a large extent in accounting for air entrainment [35].

Box models are cheap to run and fairly ready to be used as an everyday’s
tool. They are rather difficult to be applied to problems involving complex
terrain, calm wind conditions and time varying releases [ 36 ]. A number of box-
models take into account humidity and latent heat of condensation, heat trans-
fer at the ground, difference of speeds between the cloud and the wind (DENZ
and EIDSVIK ). Some of the models have been written for continuous releases
(EIDSVIK, Ooms, CRUNCH [37]). Box models are the most commonly used
numerical models for evaluating the consequences of dispersion of denser-than-
air gases in safety studies. According to them the cloud remains a cylinder for
instantaneous releases and has a rectangular profile in each direction. The
computational time used by box models is very short due to the parameteri-
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zation of the behavior of the cloud with simple functions. The determination
of the coefficients of these parameterizations is an important issue. Difficulties
arise when the validity of models considering the low number of field experi-
ments is to be determined.

5.1.2 3-D models

These models use basic equations which are fair approximations and are in
principle capable of accommodating non-uniform terrain and time varying re-
leases. All existing models rely on a turbulence closure hypothesis whose va-
lidity is highly questionable. The solutions are obtained by numerical integra-
tion schemes which have not been separately evaluated. It is therefore difficult
to make judgments on the validity of the models based on such comparisons
with data as have been published. The present limitations on the use of such
models are both practical and fundamental. Computer hardware and time re-
quirement for 3-D model simulation of practical dispersion problems are sub-
stantial, and the solution of such large systems of partial differential equations
is complex and difficult [38].

5.1.3 Intermediate type models

Intermediate type models retain most of the advantages of 3-D codes but
largely evade the possible numerical solution problems. It is possible to solve
some cases analytically. Their development and running costs fall between the
other two types. Because of the comparative neglect of them relative to box
and 3-D models, they cannot be said to be familiar working tools at the present.
This is likely to change as demands for modelling complex terrain and time
varying releases arise, although their application may be restricted to some
standard cases. Trends of development in this area, associated with the trials
with obstructions performed at Thorney Island, are reported by Rottman et
al. [39].

5.2 Model comparison

Figures 1, 2 and 3 represent some results concerning experimental versus
typical concentration calculation models. In Fig. 1, the box model DENZ is
overpredicting the distance from the release point as a function of time from
release. In Fig. 2, the 3-D model MERCURE-GL seems to be dependent on iso-
concentrations. DENZ box model gives rather a good approximation for the
height of the cloud as a function of time. In Fig. 3, the cloud area is overpre-
dicted by DENZ, while the 3-D model MERCURE-GL gives a good approximation.
1t should be noted that there always are problems when comparing different
models. The models have different hypotheses and limitations which also should
be considered in the comparisons.

When the environmental risks are not significant, box model simulations
seem to be a well-suited approach. The quality of their results is rather high
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and their cost is low. However, it must not be ignored that they are more of an
approximation than anything else since they possess limitations such as: flat
terrain, no obstacles, no buildings, no trees, no low wind speed, and no strong

atmospheric stability.

6. Future of safety analyses

6.1 Common trends

Common subjects to be developed in safety analyses at the present are

— computer programs supporting the analyses
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— validation of the identification and modelling methods and modelling of
gas release and dispersion
- modelling of the effects of fires and explosions
— analysis of human and organizational factors
— evaluation and management of the quality of safety analyses
— effective use of the results.
Legislation concerning safety analyses is being developed in several coun-
tries at the same time.

6.2 Computer support
Computer support has been developed to speed up analyses and to reduce
the resources needed. The first applications have concerned the calculation of
accident frequencies (e.g. RELVEC [41,42]) and gas dispersion. Generally the
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Fig. 4. The development of computer aid to safety and risk analyses. The earlier computer pro-
grams were based on ‘“‘conventional” programming. The new challenges can be met with knowl-
edge engineering [50].
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programs have been developed for supporting the documentation of analyses.
For example, CAFOS {43] has been developed for this purpose. Risk Assessment
Tool developed by Health and Safety Executive [44] and the SAFETI-package
[45] are examples of quite extensive software packages developed for risk
assessment.

Some new computer programs, such as RIKKE [46] and caFTs [47], also
support the reasoning and diagnosis needed in an analyses. This task, however,
is difficult to perform with “conventional” programming. The most promising
approach for modelling human reasoning seems to be the knowledge engineer-
ing which has rapidly advanced in recent years.

Figure 4 shows the development of computer support and future trends. The
latest approach is to use knowledge engineering in order to model the human
reasoning used in hazard identification and accident modelling. The HAZOPEX
expert system supporting hazard and operability studies of process systems is
an example of this development. The HAZOPEX expert system gets pipe and
instrumentation diagram as the input, and includes a knowledge base to be
used in the search for causes and consequencess of deviations [48-50]. Figure
5 shows the structure of HAZOPEX. Similar development for expert systems
supporting the construction of fault trees has recently been presented by Pou-
cet et al. [51] and Barbet [52].

6.3 Validation of methods and models

The results obtained by a safety analysis depend on the analysis team and
on the methods and models employed. Comparisons where analysis teams have
carried out parallel analyses on the same plant — often called benchmark ex-
ercises — have mainly been done in the field of nuclear industry. These have
concerned the primary cooling system and common mode failures [18,19,53].

A similar investigation was planned for chemical industry by the Joint Re-
search Center a short time ago. Some smaller comparisons in process industry
had earlier been made in Italy {54] and in Finland [1].

Controlled comparisons between experienced research teams are an impor-
tant approach when common guidelines for safety analyses are searched and
higher reliability in the results of an analysis is sought. Complementary com-
parisons are also needed in case accident information is used as reference. This
twofold approach shows which of the real accident contributors can be covered
by safety analyses.

6.4 Source term and dispersion modelling

6.4.1 Source term

In the near future, experiments will probably be concentrated on particular
aspects of real releases, such as the nature of the source term. The nature of a
loss-of-containment accident can influence the results of the subsequent dis-
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persion calculation. Moreover, the releases of superheated liquefied gas can
lead to considerable aerosol generation which may subsequently affect the con-
centration field of a dispersing cloud. -

Now that well validated codes for predicting the spreading and time depend-
ency of the vaporization of liquid spills [55] are available, the problems in this
area concern: ! validation and improvement of techniques for predicting two-
phase discharges from pipe networks, and 2 development and validation of
techniques in view of the possible significance of aerosol in dispersing clouds
for predicting the source term dispersion calculation and the quantity of ma-
terial that may be present as aerosol [56].

6.4.2 Dispersion modelling

Although current box models are adequate for assisting decision making on
problems that can be framed in a deterministic way, and useful for probabilistic
assessments, there is, in the latter case some scope for worthwhile reduction
in uncertainty due to the development of more sophisticated models with the
following technical capabilities: I improved top entrainment and advection
prescriptions that are also valid at low wind speeds, 2 improved treatment of
passive dispersion and transition to passivity and definition of meteorological
conditions, 3 heat and mass transfer at the advection surface, 4 time-varying
sources and transient releases, 5 aerosol effects, 6 obstacle effects, 7 spatial
and temporal variation of mean concentrations and estimates of statistical
variability and peak concentration, and 8 chemical reactions [56].

6.5 Fire and explosion effect modelling

During the last few years vapour cloud fires and explosions have become a
subject of major concern. The effects, loss of life and damage to property, have
proved to be very severe. The authorities responsible for safety have an urgent
need for methods and models to assess the possible damage from accidental
fires and explosions so as to be able to estimate the risk of certain installations
or activities such as handling, storing and transporting combustible gases and
liquids.

Further experiments are needed to investigate the influence of various pa-
rameters, such as: obstacles, degree of confinement, mixture reactivity and
ignition location [57]. The extension of heavy gas dispersion into risk assess-
ment for flammable gases is more complex than is generally realized, and re-
quires greater emphasis on a more thoroughly reasoned model to interpret the
effects in a more realistic manner.

6.6 Human factors and management
A few methods have been developed for the analyses of human activities.
Well-known methods are THERP [58] and action error analyses [59,60].
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These methods are, however, unsuitable for the analyses of human diagnosis
and decision making.

The diagnosing of a production disturbance includes several factors which
require new methods in order to be properly included in an analysis. It is ob-
vious that the assessment of a successful operation is not enough. Moreover,
potential hazardous human contributions and the circumstances of their oc-
currence should be predicted. This implies wider concepts for describing types
and contributors of human errors. Interesting proposals have been presented,
for example, by Rasmussen et al. [61}, Norman [62] and Reason [63,64].

Decision making is closely related to the diagnosis of a production distur-
bance and it is based on the information retained from the production system,
and the policy and principles of the management. These factors are often left
outside the hazard identification and accident modelling. MORT-method has
been developed for the analysis of information and management factors, but,
perhaps because of the complexity of the method, is not so often used [1,65].

Nevertheless, the research done in human and management factors has been
rather small-scale when compared with the large effort put into the reliability
analysis of technical systems. In order to improve the quality of safety analyses
more comprehensive research work is needed as for human factors and
management.

6.7 Evaluation and management of quality

There are different approaches for the evaluation of the quality of safety
analyses. Parallel analyses and comparisons with test and incident informa-
tion were described above. The major problem with a parallel safety analysis
is the large effort needed to perform it.

One way to reduce the resources needed in safety analyses and to maintain
a standard quality is to develop computer aids as described earlier in 6.2.

Incident information would be a useful reference in the quality evaluation if
good incident descriptions were available. The development of the accident
data banks, such as FACTS [66] and MHIDAS [67], improve the access of acci-
dent information. And yet, the problem with the quality of the data [1] re-
mains. An attempt to improve the quality of accident reports falling into the
Seveso-directive has recently been made [68]. However, further attempts
should be made to develop a systematic analysis and collection of accident
information and critical production disturbances in order to achieve better
incident data and data banks. Production disturbances often include some con-
tributors to accidents giving an opportunity to expand the amount of valuable
information.

The quality of safety analyses can also be evaluated indirectly by inspecting
the process behind the analyses. That resembles similar approaches used in
quality control for evaluating the quality management of a potential vendor.
The Technical Research Center and SINTETF are developing criteria to be set
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and questions to be asked in the indirect evaluation of quality [20]. The results
of this Nordic project can also be relied on in discussions between the author-
ities and industry to define more precisely the content of a safety analysis of a
specific activity. This is also one way to integrate the quality management as
a part of the planning and execution of safety analyses.

6.8 Legislation

Major accidents, such as Flixborough (1974), Seveso (1976), Bhopal (1984),
Mexico (1984) and Sandoz (1986), have raised the interest among the au-
thorities and the public to make use of safety analysis mandatory in certain
potentially hazardous installations. Norway was one of the first countries to
require probabilistic safety analysis on off-shore installations [69]. The fre-
quency of 10~*/year for certain catastrophic events was made the acceptability
limit. The same requirement has also been applied in Denmark.

In 1982, the joint EC-recommendation Seveso-directive was accepted which
recommended for example the use of safety analysis in the context of poten-
tially hazardous process/storage installations. The national legislation en-
ables the authorities at least in six EC-countries today to require safety anal-
ysis [70]. Most of the requirements concern qualitative analyses of the system.
Such is the case for example in West Germany [71-73] and in Denmark [74,75].
A lately proposed environmental program in the Netherlands is the first at-
tempt to require a quantitative risk analysis and to present quantitative ac-
ceptability limits for individual and group risks (Fig. 6).

In the United Kingdom, the NTHSS Regulations [77] concern the identifi-
cation of hazardous sites, and CIMAH [78] and Health and Safety at Work
Act concern the assessment and control of the risks. The CIMAH regulations
require the preparation of the safety case. A safety case includes, among other

10° + maximum

.8 g
10 T neglible ]
g

107 acceptable

10 100 1000
Number of people killed

Fig. 6. The limits for risk acceptance in the Netherlands [76]. The left axis relates to individual
risk per year.
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things, the identification of the type of consequences and relative likelihood of
potential major accidents [79]}. HSE has a statutory role to judge the adequacy
of the investigation of hazards and risks, and can in the case of significant
consequences or risks require systematic quantitative risk analysis.

The regulations above have mainly been developed to protect people who
live in the neighborhood of a process plant or a large storage system. In the
Netherlands, the occupational safety authorities have also required a qualita-
tive safety analysis on certain potentially hazardous process installations [80].

In Finland, the occupational safety legislation was recently renewed. Ac-
cording to the new law, it is the employer and the designer that are responsible
for the investigation of the safety of a new production system or machine [81].
The explanatory memorandum states that in the case of a complex and partic-
ularly hazardous system the investigation can require the use of systematic
safety analysis. Corresponding ideas on safety analysis and consequence as-
sessment are also presented by the committee preparing new laws for chemical
industry [82].

7. Conclusions

Safety analysis has spread from its original fields of military technology,
aviation, space technology, and nuclear industry rapidly into the field of tra-
ditional industry. Its pioneers in the Nordic countries have been chemical in-
dustry, pulp and paper industry, energy production, off-shore technology and
the transportation of hazardous materials [83].

Some important problems still remain unsolved in safety analyses. They lie
in the quality of an analysis and the resources and time needed for the analysis.
The quality problems mainly concern the level of the identification and mo-
delling of hazards and their contributors, the accuracy of accident frequency
assessment, the accuracy of gas release and dispersion modelling, and the as-
sessment of the effects.

Computer support and the use of knowledge engineering are areas of inten-
sive development. In future, better computer support is probably achieved also
in the qualitative tasks of an analysis. Further validation studies in the iden-
tification methods and in the field of gas release and dispersion modelling are
needed in order to achieve a better reliance as regards the results. International
benchmark studies play an important role in this.

The problems concerning the evaluation of the quality of an analysis are
becoming more apparent when more analyses for licensing purposes are fur-
ther carried out for the authorities. To evaluate the content of an analysis is,
however, difficult and time-consuming. One approach could be the evaluation
of the process behind the analysis. This resembles the evaluation of the quality
management of a vendor in the field of quality control.

The development described earlier aims to improve the quality of safety
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analysis and to achieve a better integration in system design. This develop-
ment is making the analyses faster and improving the cost-effectiveness of the
analyses. In future, safety analysis will become one of the routine tools to be
used in process design and to obtain licenses for new installations.
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